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CHAPTER 1

Overview

This extension provides an official integration of your Magento store with Login and Pay with Amazon services.
They help your customers shop quickly, safely and securely. Your customers can pay on your website without re-
entering their payment and address details. All Amazon transactions are protected by Amazon’s A-to-z Guarantee.

The extension is a pure payment solution. No item level is communicated to Amazon Payments and it allows you to

manage your orders directly from Magento.

1.1 Extension features

* Pay with Amazon button in the shopping cart and in the 1st step of OnePage checkout
* Login with Amazon button on the customer login page

¢ Customization of Login and Pay with Amazon widgets from within Magento admin
 Support for payment authorizations, captures and refunds (also partial refunds)

* Supports Amazon Instant Payment Notifications

* Live & sandbox modes available

* Toolbox for simulating payment states in sandbox mode

* CSV-based event logger

1.2 Getting the extension

The extension can be installed via Magento Connect using
http://connect20.magentocommerce.com/community/Creativestyle_AmazonPayments.

Refer to the /nstallation section to get more details concerning installation procedure.

following key:



http://www.magentocommerce.com/magento-connect/login-and-pay-with-amazon-advanced-payment-apis-for-europe.html
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1.3 Changelog

1.3.1 Version 1.2.4

Fixes

* Fixed Pay with Amazon button appearing twice when Login with Amazon feature is enabled

1.3.2 Version 1.2.2
Major Highlights

* Added Login with Amazon service

Improvements

* Added helper methods for generating Pay or Login with Amazon buttons

Changes

» Changed frontend template files structure

» Changed Pay with Amazon button in the 1st step of OPC to Login with Amazon

Fixes

¢ Clean orderReferenceld session data after successful order

* Fixed issue with permanently disabled Place order button when there is more than one layer with buttons-set
class used

* Fixed using of invalid Amazon account credentials when cancelling an order in non-default store of multi-store
installations

1.4 Extension vendor

This extension has been developed by creativestyle GmbH in cooperation with Amazon Payments Europe S.C.A.

Creativestyle is an interactive agency with years of experience and origins in Germany. Our company is present in the
e-commerce market since 2001. We focus on development and implementation of various Internet projects.

creativestyle GmbH
Ganghoferstr. 68 a

80339 Miinchen

Germany

+49 89 5480 7604
http://www.creativestyle.de
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CHAPTER 2

Prerequisites

2.1 System requirements

Login and Pay with Amazon Magento extension requires you to have a valid Amazon Advanced Payments APIs
account (refer to the Amazon Advanced Payments APIs account setup if you don’t have one yet) and a webserver
running a Magento store instance with following conditions met:

e Magento CE (1.5, 1.6, 1.7, 1.8, 1.9) or EE (1.11, 1.12, 1.13, 1.14)

* cURL for PHP

 DOM / XML for PHP

* valid SSL certificate (for Login with Amazon and / or IPN handling)

Note: An additional fix needs to be installed for Magento 1.5. Please refer to the FAQ to get more details.

2.2 Amazon Advanced Payments APIs account setup

2.2.1 Registering an Amazon Payments Account

* Goto:
— DE merchants: https://payments.amazon.de/business/pre-registration-api
— UK merchants: https://payments.amazon.co.uk/business/pre-registration-api

¢ Click Business and choose Setup options — Advanced Payment APIs



https://payments.amazon.de/business/pre-registration-api?ld=SPEXDEAPAMagento
https://payments.amazon.co.uk/business/pre-registration-api?ld=SPEXUKAPAMagento
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amazon

Home Your Account Personal Business e-Commerce Providers Help

Why Amazon Payments Setup Options = e-Commerce Providers Pricing

Checkout by Amazon

Advanced Payment APIs

Make Amazon's
Customers

MASTER - MALT

O B Seeech Whisly  Woeld Whisly  Ovher

Sy -y
Diclivry Vit §

Your shopping basket

* Click Sign up

* Go through the questionnaire to find out if you qualify for using Amazon Payments, then click Sign up now

* Atthe moment you cannot add your Advanced Payments APIs account to an existing Amazon merchant account.
You have to register a new account specifically for the Advanced Payments APIs.

» Start registering a new account:

If you see the link Would you like to create a new account using a different e-mail address? Click here,
please do so.

Enter a name for your business. In case this name is already taken, please choose a different one.

Enter an email address and a password. You should choose a role email address that will be read directly
by the people responsible for the Amazon Payments integration. You should avoid general addresses like
info@ that are only forwarded to the general administration.

Choose a secure password.
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Welcome to Amazon Payments
Please read our Acceptable Use Policy before you register. We cannot accept your application if your business does not comply with this policy.
Please have the following before you begin:

Your business name, category, sales volume, company registration and ownership.
Place of establishment address. This must be in the United Kingdom, Germany or Luxembourg.
1f your business is VAT registered, your VAT registration details.

An internationally-chargeable credit card with valid billing address.

A phone number where you can be reached during this registration process.

Personal information you will need for Point of Contact and Beneficial Owners includes:

Full name

Date and place of birth

Country of citizenship

Residential address

Passport or National Identity card

Your account can be activated once the requested information has been reviewed

Important: Please follow these instructions or it will not be possible to activate your account.

Do you already have an Amazon.co.uk account, or would you like to resume a previous i registration? Click here

What is your account information?

Business Name: [Testshop 123 J

E-mail Address: [amazonpayments@example.com |
Use an e-mail address that is checked frequently and/or dedicated to business use.

Re-type E-mail Address: | om |

Country of i i = [United Kingdom ~

Do you accept our agreements?

Amazon Payments Europe Agreement i Yes, I have read and accepted the terms and itions of the Agreement and Privacy Notice

Amazon Payments Europe Acceptable Use Policy [ Yes, I have read and accepted the terms and conditions of the Policy
Continue

* Please fill in all requested information about your seller account, your contact information and your bank account
or credit card data.

¢ Please be careful to provide exact and correct data. All information you provide will be verified by Amazon

Payments, and incorrect information will delay the verification process.

amazon sellercentra! e —_—_—

Welcome ™

You are registered with Amazon Seller Central.
A confirmation e-mail has been sent to Tl D DIIIInD .

Just few more steps until your account is set up.
We will walk you through setting up your account for the services you are registering for. If you don't have the information available, you can skip a step and come back
subscription begins when you finalise this set-up process.

Business and Contact Information

Are you a private person or a business?

Seller Category Business (incl. Partnerships) V‘

Business Data

Business Form: ':::'Charity Privately-owned (e.g. Limited, Partnership) @] Publicly-listed O state-
Business Entity Type |LTD ‘
Company/ Charity Registration Number: |gg7554321 ‘
Date Business was registered: |01l,f{)1‘,flggg ‘
How shall Amazon contact you?
Company’s Legal Name: |Test5hgp 123

Country:

2.2. Amazon Advanced Payments APIs account setup 7
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 After providing all information there will be an identity check on the phone, where you will be asked to enter a
PIN.

amazon sellercentrgl TG

Phone Verification

hone me
() Send me a text message

1. Which phone number shall be called to get verified?

Teleph Number Add an extension

If you are entering an internaticnal phone number, please include the full phone number along with the country code. The country code should include a leading ™+". For example +44XXXXX.

Call Me Now

Show instructions for dial-up connections

2. Call in progress

3. Phone verification complete
Go to set-up summary | skip Step |

» Afterwards you can complete your registration

amazon sellercentrg-l_l REGISTRATION

Phone Verification

1. Which phone number shall be called to get verified?

2. Call in progress

3. Phone verification complete

Go to set-up summary Complete Registration

 After your account is registered you will be forwarded to your Seller Central account.

* Please be aware that you cannot fully use your account yet. First you have to provide your identity data, and
then the account has to go through the verification process.

2.2.2 Entering identity data in Seller Central

To get the verification process started, please log in to Seller Central: https://sellercentral-
europe.amazon.com/gp/homepage.html

For a combined account (Advanced Payments APIs added to an existing account), please make sure that you have
selected the Amazon Payments — Production View in the drop down menu on the top.

1 a P
amazon sellercentral \ .coaon  ReroRTS  PERFORMANGE Ll Aim: £

The following features can be accessed from the "" tab. The table below describes each feature and shows whether or not you have permissions to use it.

Integration Central - For all Your Integration Helps
MWS Access Key - If you are using Advanced Integration, get the secret key if you want to sign your cart.

At Settings — Account Info please provide the requested missing information. Especially it is crucial to provide the
ID information for all relevant persons.

8 Chapter 2. Prerequisites
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Search

amazon seller central PERFORMANCE Q| Messages | Help | Settings
D ——————————

INTEGRATION REPORTS

Loqgo

Seller Account Information

View and edit your Amazon Payments settings below. For information click here to Leam more Notification Preferences

Use the ‘Edit’ buttons to change any of the fields below. Login Settings

User Permissions

& More information required. Please provide the information highlighted in red. Integraton Settings
European law requires us, as a payments provider, to take steps so that we can confirm the identity of our customers. Please note that

we may need to request additional information to fulfil these requirements and allow you to use our services. To open the Amazon

Payments payment account, and to be able to transact using Amazon Payments, you must provide:

® Primary contact person information’
* Beneficial owner ID information
2 Deposit Method

Additional information is required for your Amazon Payments Europe account to be opened. The information required is
red. Please note that you will not be able to transact in the live environment before we have received and verified the require
information. Learn more

After we have received and been able to validate your data, we can open your Amazon Payments Europe account. Otherwise we might ask for additional
information. For more help, Contact Us

2.2.3 Verification Process / Verification of all given information by Amazon Pay-
ments

After successful registration of the Amazon Payments seller account and entering the ID information Amazon Pay-
ments will check all information provided. Depending on the information provided Amazon Payments may request

more information.

2.2.4 Creating MWS access keys

You can generate your MWS access keys in Seller Central. Please go to Integration — MWS Access Key

amazon seller central Q | Messages | Help | Settings

INTEGRATION REPORTS PERFORMANCE Amazon Payments — UK (PLv] Search

Integration Central

A\ Alert

Additional information TETENUTEG Tor yeur Amazen Payments Europe acceunt to be opened. To provide the required information, please click here.
environment but you will not be able to transact in the live environment before we have received and verified the required information.

The information required is highlighted in red. You can transact in the sandbox

Customer Support Options ~ ~ Payments Summary <

Welcome to Seller Central

Amazon Payments Contact
Information

Amazon Services Seller Forums

Amazon Payments Help
Documentation

Amazon Payments FAQs

Important Documentation  ~

Amazon Payments Acceptable Use
Policy

Amazon Payments Privacy Notice
NOTE: You can access all the
Amazon Payments documentation in

our Help Content

Reset to default view

Rate this page | Contact Seller Support

seller Central is your self-service account management portal. To learn more about the features available on Seller Central, read more below or visit our
guide on Using Seller Central.

Reports performance
In the Performance section, you can manage your A-to-z claims,

In the Reports section, you can view your payment transactions and
Chargebacks and Performance Notifications.

settlement reports.

to-z Guarantee Claims
* Chargeback Claims
+ Pperformance Motifications

+ Payments
* Amazon Payments Transactions

Bank account information is missing
or invalid for your seller account.
Verify Bank Account Information

Balance
£0.00
Manage Your Case Log -
View you e log.
Switch to Sandbox View =

Test your integration without
processing real payment.

Switch to Sandbox

2.2. Amazon Advanced Payments APIs account setup
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amazon seller central

MWS Access Key

when you submit an API request to Amazon Marketplace Web Service (MWS), you must add a signature to prevent unauthorised modifications to the contents of the

request.

INTEGRATION

REPORTS PERFORMANCE

To generate a signature, you need an Access Key and a Secret Key that are associated with your Amazon MWS account.

To learn mare about request signatures, including when to use them and how you calculate them, please refer to the Amazon MWS Developer Guide.

Create MWS Account

Please sign up for Amazon Marketplace Web Service (MWS) by c\i:mget your MWS Access Key and Secret Key.

Rate this page | Contact Seller Support

Log in again with your Amazon Payments account credentials

amazon Services euwpe

seller central

Sign in to your account

E-Mail address: |amazonpayments@example.com
Password:
sign in

Forqgot your password? | Help

Learn more about our products

Selling on Amazon

Put your products in front of tens of

millions of Amazon shoppers. With no per-

item listing fees Amazon can help you
grow your business.

Fulfilment by Amazon

With Fulfilment by Amazon (FBA) you
store your products in Amazon's
fulfillment centers, and we pick, pack,
ship, and provide customer service for
these products. Improve sales as your
products become eligible for Prime and
FREE Super Saver Delivery.

4040 Wih Ust_| v

Amazon Product Ads

Drive qualified traffic to your website
through highly targeted placements.

Advertise your products to millions of
shoppers using Amazon Product Ads.

Amazon Payments - UK (P

Search Q  Messages | Help | Settings

Documentation >

Helpful documents

Integration Guide
1 Reference Guide

Reports -

Settlement Report:
Published daily, this report provides you
details of your account activity

Settlement Report Documentation

Terms and definitions used in the settlement
report.

Help and FAQ -

Frequently Asked Questions

Contact us

amazon

v Advertise your products
v Drive traffic to your website
v Highly targeted placements

»>Learn more

Advertisemant [)

Amazon Payments Amazon Sponsored Products
With Amazon Payments, millions of
Amazon customers can pay on your site
with the informatien already stored in
their Amazon accounts.

Promote your Amazon listings with
keyword-targeted ads. Bid to get on page
1 of search results on Amazon and pay
only when your ad is clicked.

Make sure that you register the MWS Access Key for your own account.

10
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amazon SerVices Greetings Testshop 123 (Not Testshop 1237)

Amazon Marketplace Web Service (Amazon MWS)

q'ﬂam to access my own Amazon seller account wﬂh@

\_)I'want to use an application to access my Amazon seller account with MWS.

Application Name:
Application's Developer Account Number: For example: 1234-1234-1234 or 123412341234

O lwant to give a developer access to my Amazon seller account with MWS.

Developer's Name:

Developer Account Number: For example: 1234-1234-1234 or 123412341234

Please read and accept the license agreement.

amazon SerVices Greetings Testshop 123 (Not Testshop 1237)

Amazon Marketplace Web Service (Amazon MWS)

Accept the Amazon MWS Licence Agreement to Access Your Own Amazon Seller
Account with MWS

< | | have read and accepted the Amazon MWS Licence Agreement. >

The AWS Access Key and the Secret Key among with the Merchant ID, will be presented to you on the next page.
You can always review the key information in Seller Central on the Integration — MWS Access Key page.

2.2. Amazon Advanced Payments APIs account setup 11
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amazon services Greetings SUENSNESSNITITPSS)

Amazon Marketplace Web Service (Amazon MWS)

Congratulations!

You can now access your Amazon Seller account with MWS

These are your Account |dentifiers and Credentials, which you will need to make successful MWS requests.

Important: Please do not navigate away from this page until you have made note of these Account Identifiers and Credentials or have printed
this page. These Account Identifiers and Credentials will not be emailed to you.

Seller account identifiers for Testshop 123
Merchant ID: T
Marketplace ID: ]

Developer account identifier and credentials for developer account

number R
AWS Access Key ID: AR L
Secret Key: L

*If you are developing MWS Applications or otherwise providing MWS-related development services to other sellers, you will need to provide
this developer account number to those sellers so that they can authorise you to access their Amazon seller accounts with MWS.

2.2.5 Registering application for Login with Amazon service

Login and Pay with Amazon work together to provide a great buyer experience. To use Login with Amazon you have
to register the application (Magento extension) that will be allowed to access buyers accounts through your Amazon
Payments seller account. Login with Amazon configuration settings can be accessed through Login with Amazon
Seller Central page.

{Amazon Payments — LK (S E| Search

Amazon Payments — UK (Sandbox View)
Amazon Payments — UK (Production View)
Login with Amazon

In the App Console register a new application by clicking the Register new Application button. The Register Your
Application form will appear.

12 Chapter 2. Prerequisites
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| Register new application |

NMasrnlonae Doocaooererne

In the application details page, add basic details about your web site. These details will be used on your website and
mobile apps (if applicable).

e Name Shown to Users. This is the name displayed on the consent screen when the users agree to share the
information with your web site. This name applies to Android, iOS, and website versions of your application.

* Description. A description of your web site for Login with Amazon users.

* Privacy Notice URL. The Privacy URL is the location of your company privacy policy. It is also displayed
on the consent screen. This link is displayed to users when they first login to your application (for example:
http://www.example.com/privacy.html).

* Logo Image File. This logo will represent your business or website on Amazon. The logo will be displayed as
a 150x150 pixel image; if you upload a file of a different size, it will be scaled to fit.

When you are finished, click Save to save your changes.

Add a Website to your Application

* From the Application screen, click Web Settings. You will automatically be assigned values for Client ID, which
identifies your website.

Web Settings

Client ID: amznl.application-oa2-client.68bo6cd97929496aaf70657c80e3aabb
Client Secret: Show Secret |

Allowed JavaScript Origins
(Cptional

Allowed Return URLs:
(Cptional

| Edit

* To add Allowed JavaScript Origins to your application, click Edit.

An origin is the combination of protocol, your Magento shop domain name and port (for example:
https://www.example.com:8443). Allowed origins must use the HTTPS protocol. If you are using a default port
(443) you need only include the domain name of your shop (for example: https.//www.example.com).

Adding your domain here allows the SDK for JavaScript to communicate with your Magento shop directly during the
login process. Web browsers normally block cross-origin communication between scripts unless the script specifically
allows it.

2.2. Amazon Advanced Payments APIs account setup 13
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Web Settings

Client 1D: amznl.application-oa2-client.68b66cd97929496aaf70657c80e3aabb

Client Secret: Show Secret |
Allowed JavaScript Origins https://fwww.yourwebsite.com
(Cptianal) Add Another
Allowed Return URLs: https:/fwww.yourwebsite, com/signin

[(Optional] Add Another

Cancel | | Save |

To add more than one origin (in case you are running domain based multi-store Magento installation and all stores are
using the same Amazon Payments seller account), click Add Another.

Note: To use Login with Amazon with your Magento shop, you MUST specify an allowed JavaScript origin.

2.2.6 Where to find the required credentials to configure the Magento extension

The Magento extension requires you to enter information about your Amazon Payments account. You will need to
enter:

¢ Merchant ID (aka Merchant Number, Hindlernummer, Héndler-ID)

Note: The Merchant Token IS NOT Merchant ID.

* AWS Access Key (aka AWS Access Key ID, AWS-Zugangsschliissel, AWS Zugangsschliissel-ID)
* Secret Key (aka AWS Secret Key, geheimer Schliissel)

You can find this information in your Amazon Payments seller account in Seller Central.

Merchant ID

You can find the Merchant ID in Seller Central at Settings — Integration Settings

14 Chapter 2. Prerequisites
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amazonsellercentral ;copamon  ReromTs  pERFORMANCE Amazon Payments — UK (FLx]

Q | Messages | Help | Settings
——

~ ~ Logout
Integration Settings

Account Info
Click Edit to review and edit your integration settings. Learm more.

Notification Preferences

Your Merchant ID Learn more Login Settings

‘our Merchant 1 User Permissions

Amazon Payments Integration Settings

cation Settings:

Merchant URL: What's this?
Integrator URL: What's this?
Pop-up Window Banner (Optional)

Banner Image Location Browse..

Banner Image

Note: Banner images must be 520 pixels wide by 50 pixels tall and they must have no animation. Image files should be in .jpg or .gif format.

Rate this page | Contact Seller Support

AWS Access Key / Secret Key

You can find the AWS Access Key and the Secret Key in Seller Central at Integration — MWS Access Key

amazon seller central

INTEGRATION REPORTS PERFORMANCE Amazon Payments — UK (PLv Search Q  Messages | Help | Settings
—_—

Integration Central

Documentation -

MWS Ac

~ MWS Access Key Helpful documents:

When you submit an AP 5 Amazon Marketplace Web Service (MWS), you must add a signature to prevent unauthorised modifications to the contents of the Integration Guide
request. API Reference Guide

To generate a signature, you need an Access Key and a Secret Key that are associated with your Amazon MWS account.

To learn more about request signatures, including when to use them and how you calculate them, please refer to the Amazon MWS Developer Guide.

Access Key ID and Secret Access Key

Access Key ID

Your Access Key ID identifies you as the party responsible for the request.

Secret Access Key

since your Access Key ID is net encrypted in requests to Amazon Payments, it could be discovered

Your Access Key ID:

Your Secret Access Key:

and used by anyone. You use your Secret Access Key to calculate a signature to include in requests to
Amazon Payments. To learn more about request signatures, including when to use them and how you
calculate them, please refer to the Amazon MWS Developer Guide

-Hide

IMPORTANT: Your Secret Access Key is a secret, and should be known only by you and Amazen MWS.
You should never include your Secrat Access Key in your requests to Amazon Payments. You should
never e-mail your Secret Access Key to anyone. It is important to keep your Secret Access Key
confidential to protect your account.You are solely responsible for the security of your Access Key ID
and Secret Access Key and all activities associated with their use.

Rate this page | Contact Seller Support

Client ID

Reports =

Settlement Report:
Published daily, this report provides you
details of your account activity

Settlement Report Documentation

Terms and definitions used in the settlement
report.

Help and FAQ -

Frequently Asked Questions

Contact us

You can find the Client ID of your application in Seller Central at Login with Amazon — App Console by clicking Web

Settings from the Application screen.

2.2. Amazon Advanced Payments APIs account setup
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Web Settings
Client I@Dplicatiﬂn—caz—client.68b66cd9?939496.aaf?{]65?cﬂﬂeBaabb
Client Secret: [ | _Show Secret |
Allowed JavaScript Origins E https://www.yourwebsits.com
(Cptional) Add Another
Allowed Return URLs: EJ https://www.yourwebsite.com/signin
(Optionzl]  Add Another
| Cancel | [ Save )

2.2.7 Configuration required in Seller Central

If you’re planning to use IPN for the post-payment processing you need to enter a Merchant URL (IPN endpoint URL)
in Seller Central. You can do this at Settings — Integration Settings, then click the Edit button at Instant Notification
Settings. IPN endpoint URL can be obtained from Magento admin at System — Configuration — Amazon Payments,
see: IPN endpoint URL.

16 Chapter 2. Prerequisites



CHAPTER 3

Installation

Warning: Be aware that after installing Login and Pay with Amazon extension your cart page will be auto-
matically switched into SSL mode. It is always advised to test the extension in some staging environment prior to
deploy to the production, especially in case you expect any issues caused by enabling SSL on the cart page.

3.1 Pre-installation steps

* Create a backup of your shop before proceeding to install.

* If your shop is using compilation (you can check it in System — Tools — Compilation), disable it please before
proceeding to install.

3.2 Installation process

* Goto System — Magento Connect — Magento Connect Manager and enter your admin credentials to get logged
in.

* In the Install New Extensions section enter Login and Pay with Amazon extension key obtained from Magento
Connect and click Install button.

* Installation will start and after successful install it will show a message. Optionally, you can click on Refresh
button to see if Login and Pay with Amazon (identified as Creativestyle_AmazonPayments) is listed on list of
the installed extensions.

* Proceed to the post-installation steps.

3.3 Post-installation steps

* If you're using custom design theme, refer to the Templates customization section to find out how to adjust
Login and Pay with Amazon templates to your needs.

* Go to System — Cache Management and flush Magento cache storage.

* If you have disabled compiler in pre-installation stage, you can go now to System — Tools — Compilation,
recompile and enable compiler again.

* Logout from the Magento admin and login again.
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Voila! The Login and Pay with Amazon extension shall be installed now. You can proceed to the Configuration
followed by Frontend templates and Email templates customization (if applicable).
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CHAPTER 4

Configuration

After the successful installation you can proceed to the configuration. In the Magento admin go to System — Config-

uration — Amazon Payments tab.

Magento® Admin Panel

Global Record Search Logged in as admin

Tuesday, Seplember 9, 2014 | Try Magento Log Out

Dashboard Sales Catalog Mobile Customers Promotions Newsletter CMS Reports System creative ® Get help for this page
My Account
..... "6 Savo Contia”
Current Configuration Scope amazonpayments | oo e -
Default Config v|@ | Tools 4l
estores | s
—_— Web Services A
Login and Pay with Amazon (v 1 g
" ' Design
Configuration s creativestyle:
| ti le This extension integrates easily your Magento shop with Pay with Amazon s Import/Export A
creativesty Manage Currency y
amazonpayments Visit http:/ ativestyle net/services/magento himl to get more infermati  Transactional Emails
Custom Variables
General
M: o Ci ct
Merchant ID ABCDEFGH01234 e 4 -
Web
Cache Management
Design Access Key ID ABCDEFGHIJKLMNOFQRST i
Index Management
Currency Setup Secret Access Key Manage Stores n
Store Email Addresses Marketplace Germany Order Statuses i

Contacts

Configuration

Reports

Content Management

> CATALOG Enable Pay with Amazon Yes A [STORE
Catalog
Sandbox Mode Yes v [STORE VIEW]
Inventory
. Show Sandbox Toolbox Yes v [STORE VIEW]
Google Sitemap
Whether to show a toolbax in the checkout for
RSS Feeds simulating different payment scenarios.
Email to a Friend Payment Action Authorize v [STORE VIEW]
» CUSTOMERS Enable Instant Payment Yes A [GLOBAL]
Notifications This feature requires valid SSL certificate to be
Newsletter

Customer Configuration

Wishlist

Auvailable options are grouped within the following tabs:

4.1 Amazon Payments Account

instalied on this server. Pay attention that the SSL
certificate must be issued by a trusted Certificate
Authority, self-signed certificates are not permitted.

In this section you can define your Amazon Payments seller account credentials.
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Amazon Payments Account O

Merchant ID |ABCDEFGHD1234 [STORE VIEW]
Access Key ID |ABCDEFGHIJKLMNOF’DRST [STORE VIEW]
Secret Access Key | [STORE VIEW]
Marketplace | Germany v [STORE VIEW]

4.1.1 Merchant ID, Access Key ID, Secret Access Key

Fill out those fields with your Amazon Payments seller credentials. You can find them in the Amazon Seller Central,
see: Merchant ID and AWS Access Key / Secret Key.

4.1.2 Marketplace

Select the country where you registered your seller account from the provided drop-down list. If you’re unsure about
this information consult your Amazon Integration Assistant.

4.1.3 Validate Amazon Payments account

This button is designed to validate your Amazon Payments account credentials. Please use it to check whether your
credentials (Merchant ID, Access Key ID, Secret Access Key and Marketplace) are valid or not.

4.2 General Settings

In this section you can enable or disable the Pay with Amazon service and define basic settings of the extension.

General Settings (]

Enable Pay with Amazon [Yes v [STORE VIEW]
Sandbox Mode [ves v [STORE VIEW]
Show Sandbox Toolbox | Yes v [STORE VIEW]

Whether to show a toolbox in the checkout for
simulating different payment scenarios.

Payment Action | Authorize v [STORE VIEW]
Enable Instant Payment | Yes v [GLOBAL]
Motifications This feature requires valid SSL certificate to be

installed on this server. Pay attention that the SSL
cerfificate must be issued by a trusted Ceriificate
Authority, self-signed cerificates are not permitted.

IFMN endpoint URL Select appropriate store view scope to display IPN [STORE VIEW]
endpoint URL
Please enter this URL in the Merchant URL field of
the Integration Settings in your Amazon Seller Central.

Order status on authorization Processing v [STORE VIEW]
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4.2.1 Enable Pay with Amazon

By switching this option you can enable or disable Pay with Amazon. This option must be set to “Yes” if you want
to provide the Pay with Amazon service to your customers.

4.2.2 Sandbox mode

Sandbox mode has been designed to test the Pay with Amazon service. In sandbox mode the selected payment
method is not charged. Refer to the Pay with Amazon documentation to get more information about the sandbox
environment. In general, sandbox mode should be enabled for development and staging environments for testing and
always has to be disabled for production environments. Never show the sandbox buttons and widgets to buyers in your
live environment.

4.2.3 Show Sandbox Toolbox

In sandbox mode you can simulate certain states for the different objects in the payment process. By enabling this op-
tion you get additional fields on the Amazon Checkout page that allow selecting expected payment statuses for orders,
authorizations, captures and refunds returned in responses. This feature allows you to simulate different scenarios
including declines in the sandbox environment.

4.2.4 Payment Action

You can select the desired payment action taken after an order is placed. By default the authorization is made auto-
matically at order placement and the capture must be triggered by the seller by creating an invoice in Magento admin
(Authorize method). By selecting the Authorize & capture method, the order amount will be captured immediately at
order placement, which means that the authorization will be followed by an immediate capture call. If you want to use
this setting, it is mandatory that you get white-listed for this feature by Amazon Payments first. Do not activate this
option without contacting Amazon Payments first.

Warning: Please use Authorize & capture method only in the case you are shipping goods on the same day they
are ordered and you have been white-listed for this service.

4.2.5 Enable Instant Payment Notifications

This option enables or disables handling of Instant Payment Notifications, which are used by Amazon Payments for
sending feedback concerning the status of payment objects. Keep in mind that using IPN requires having a valid SSL
(issued by a trusted CA) installed on your server and correctly configured Secure Base URL (System — Configuration
— Web). In case you disable IPN and want to use data polling instead you need to setup a cron for your shop.

4.2.6 IPN endpoint URL

This auto-generated value shall be entered in the Merchant URL field of the Integration Settings in your Amazon
Seller Central in case you plan to use IPN. If you use more than one store view in your Magento installation, the IPN
endpoint URL will be shown after selecting appropriate store view scope.
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4.2.7 Data polling frequency
If you don’t have a valid SSL certificate in your shop or due to any other reason you don’t want to use IPN, you can

set how often status of the different object shall be polled from Amazon Payments servers. Note that the cron must be
setup for your shop for periodic triggering routines that poll payment data.

4.2.8 Order status on authorization

With this option you can change the status to which an order will be set after a successful authorization. In most cases
leaving the default value seems to be a good idea.

4.3 Login with Amazon

In this section you can configure Login with Amazon service.

Enable Login with Amazon Yes v [STORE VIEW]

Client ID amzn1.application-oal-client.012345678901234567 [STORE VIEW]

4.3.1 Enable Login with Amazon
By switching this option you can enable or disable Login with Amazon feature. This service must be enabled if you

want to create customer accounts in your Magento shop when order is placed and to make sure that any of the orders
paid with Pay with Amazon will be never a guest order.

4.3.2 Client ID

The Client ID identifies your website for Login with Amazon service. Please refer to the Obtaining Client ID section
to find out how to get the value of your Client ID.

4.4 Email Options

Send order confirmation Yes v [STORE VIEW]
Select whether an email confirmation for newly placed
orders shall be sent by the shop

Declined Payment Email Amazon authorization declined (Default Templz ¥ [STORE VIEW]
Template
Declined Payment Email Sender Sales Representative v [STORE VIEW]

4.4.1 Send order confirmation

This option allows you to select whether a confirmation email for newly placed orders shall be sent by the shop. Note
that, regardless this setting, a payment confirmation will be always sent by Amazon Payments.
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4.4.2 Declined Payment Email Template

In this option you can select an email template which will be used for notifying customers about declined authoriza-
tions. Refer to the Email templates section to find out how to customize email templates.

4.4.3 Declined Payment Email Sender

With this option you can define the sender of the Authorization declined email notification. The sender can be selected
from the pre-defined Magento email contacts (System — Configuration — Store Email Addresses).

4.5 Common Appearance Settings

In this section you can set size (width and height) of the Amazon widgets used in the checkout process.

Common Appearance Settings (]

Address widget width |442 [STORE VIEW]

Enter a value between 200 and 600 pixels. For one-

column widget please enter width less than 400.

Address widget height |250 [STORE VIEW]
Enter a value between 228 and 400 pixels

Wallet widget width |442 [STORE VIEW]
Enter a value between 200 and 600 pixels. For one-
column widget please enter width less than 400.

Wallet widget height |250 [STORE VIEW]

Enter a value between 228 and 400 pixels

4.6 Appearance Settings for Login and Pay with Amazon

These settings apply to the design (type, size and color) of the buttons, both Pay with Amazon and Login with Amazon,
when Enable Login with Amazon option is set to “Yes”, therefore they become irrelevant if you don’t use Login with
Amazon service, you may be interested then in Appearance Settings for standalone Pay with Amazon.

Appearance Settings for Login and Pay with Amazon o

“Login with Amazon” button type | Login with Amazon v [STORE VIEW]
"Login with Amazon" button size | Small v [STORE VIEW]
“Login with Amazon” button color | Gold v [STORE VIEW]
"Pay with Amazon” button type | Fay with Amazon v [STORE VIEW]
“"Pay with Amazon” button size | Small v [STORE VIEW]
"Pay with Amazon” button color | Gold A [STORE VIEW]
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4.7 Appearance Settings for standalone Pay with Amazon

These settings apply to the design (size and color) of the Pay with Amazon button when Enable Login with Amazon
option is is set to “No”, therefore they become irrelevant if you use Login with Amazon service, Appearance Settings
for Login and Pay with Amazon are applied then.

Appearance Settings for standalone Pay with Amazon o

"Pay with Amazon" button size | Large v [STORE VIEW]

“Pay with Amazon" button color | Orange (recommended) v [STORE VIEW]

4.8 Developer options

l

Developer options

Allowed IPs (comma separated) |12?.D_D_1,12?.D.1.1 [STORE VIEW]

Leave empty for access from any location

Enable logging |‘f’es T [GLOBAL]J
Each logfile will be rotated when it exceeds size of 8
Megabytes

4.8.1 Allowed IPs (comma separated)

For testing or debugging purposes you can restrict access to Pay with Amazon checkout in your shop to certain IP
numbers only. Pay with Amazon button will be shown only for the visitors coming from allowed IPs. You can set
more than one allowed IP separated with commas.

4.8.2 Enable logging

The Pay with Amazon extension comes with a dedicated logging mechanism. Any exception, API call or IPN notifi-
cation will be saved to the var/log/amazonpayments folder in your Magento installation. For your convenience logs
are also accessible via creativestyle — Amazon Payments — Log preview in Magento admin. Refer to the Event logs
section to get more details concerning the logging feature.
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CHAPTER 5

Design customization

5.1 Frontend templates

If you are using a custom design theme and would like to adjust the appearance of Login and Pay with Amazon
templates, please complete the following steps (all paths are relative to the Magento root folder):

Warning: Never edit the default template or skin files directly as they can be (and surely will be) overwritten
when upgrading this extension to a newer version. Edit their copies only as described below.

¢ Create folders:

app/design/frontend/YOURPACKAGE/YOURTHEME /template/creativestyle/amazonpayments
skin/frontend/YOURPACKAGE/YOURTHEME/creativestyle/css
skin/frontend/YOURPACKAGE/YOURTHEME/creativestyle/images

On Unix-like (Linux, BSD) servers you can achieve this by running following commands, please remember to
replace YOURPACKAGE and YOURTHEME with the real names of your theme:

cd /path/to/your/Magento

S mkdir -p app/design/frontend/YOURPACKAGE/YOURTHEME/template/creativestyle/amazonpayments
$ mkdir -p skin/frontend/YOURPACKAGE/YOURTHEME/creativestyle/css

S mkdir -p skin/frontend/YOURPACKAGE/YOURTHEME/creativestyle/images

* Clone the following files:

app/design/frontend/base/default/layout/amazonpayments.xml
app/design/frontend/base/default/template/creativestyle/amazonpayments/*
skin/frontend/base/default/creativestyle/css/amazonpayments.css
skin/frontend/base/default/creativestyle/images/*

On Unix-like (Linux, BSD) servers you can achieve this by running following commands, please remember to
replace YOURPACKAGE and YOURTHEME with the real names of your theme:

S cd /path/to/your/Magento

S cp app/design/frontend/base/default/layout/amazonpayments.xml app/design/frontend/YOURPACK
S cp app/design/frontend/base/default/template/creativestyle/amazonpayments/* app/design/frc
S cp skin/frontend/base/default/creativestyle/css/amazonpayments.css skin/frontend/YOURPACKZ
S cp skin/frontend/base/default/creativestyle/images/* skin/frontend/YOURPACKAGE/YOURTHEME/c

After cloning the above files to your theme folders, you can adjust the design by editing the appropriate files (HTML
templates, CSS stylesheets and layout file). You can enable Template Path Hints to find out the names of the template
files used by the extension in particular steps of the checkout process (in Magento admin, within selected store view
scope: System — Configuration — Developer — Debug).
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- A Global Record Search Logged in as admin | Monday, March 10, 2014 | Try Magento Go for Free | Log Out
Magento' Admin Panel Global Record searcn G bz Lo ou

| :
Dashboard Sales Catalog Mobile Customers Promotions Newsletter CMS Reports System creative @ Gethelp for this page

E

Current Configuration Scope Developer

| main website v @

‘

Developer Client Restrictions

Allowed IPs (comma separated) | |# Use Default [STORE VIEW]
Leave empty for access from any location.

Select website or store

view scope from the Debug 0
dropdown list
Profiler | MNo v |# Use Default [STORE VIEW]
General I Template Path Hints Yes v [STORE VIEW]
Web Add Block Names to Hinls [Mo v ISTORE VIEW]
Design
Currency Setup Tempilate Settings 4]
Store Email Addresses
Allow Symlinks |Yes v [#] Use Default [STORE VIEW]
Contacts Warning! Enabling this feature is not recommended on
Content Management production environments because it represents a

potential security risk.

> CATALOG
Catalog
Brands
inventory

Google Sitemap

R3S Feeds

Note: Please note that the ID attributes of all HTML tags must be preserved, otherwise changes to the corresponding
JS scripts must be applied (do not try to change it unless you know what are you doing).

Basic appearance of rendered Amazon widgets (button color and size of all widgets) can be set in the Pay with
Amazon extension settings (System — Configuration — Amazon Payments), see Common Appearance Settings, Ap-
pearance Settings for Login and Pay with Amazon and Appearance Settings for standalone Pay with Amazon for more
details.

5.2 Amazon Payments logo

If you want to place the Amazon Payments logo in your shop to let your customers know you’re using payment services
provided by Amazon Payments refer to the following guidelines:

* logos:
— UK: https://payments.amazon.co.uk/business/material#payment-marks-graphics
— DE: https://payments.amazon.de/business/material#payment-marks-graphics
* button placement:
— UK: https://payments.amazon.co.uk/business/material#button-guidelines
— DE: https://payments.amazon.de/business/material#button-guidelines

To complement the logos you should mention Amazon Payments under your listing of supported payment methods.
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5.3 Email templates

Magento provides an easy-to-use mechanism for adjusting email templates’ appearance and content. If you want to
customize the emails that are sent by the extension, go to System — Transactional Emails in your Magento admin and
follow the instructions:

v H Global Record Search Logged in as admin | Monday, 10 March 2014 | Try Magento Go for Free | Log Out
Magento Admin Panel (Gocairecorasearcn B 2 e
Dashboard Sales Catalog Mobile Customers Promotions Mewsletter CMS Reports ‘ System creative @ Gethelp for this page
Scheduler A
Transactional Emails Iy Account
Notifications
Page 1 of 1pages | View [20 + perpage | Total 1 records found Tools
A
D Template Name Date Added Date Updated Subject . Web Services 4l Template Type Action
From: 7] From: || | Design | v
To: [H To: [H ImportExport 4
2 My Amazon Authorization Declined 10 Mar 2014 13:20:29 Your payment metry Manage Currency 4ls  HTML
Email Template been declined by Al Transactional Emails
Custom Variables \
Permissions P
Wagento Connect 4

Cache Management

Index Management

lanage Stores

Order Statuses

Configuration

Help Us Keep Magento Healthy - Report All Bugs Magente ver. 1.7.0.2 Connect with the Magento Community
Inferface Locale: | English (United Kingdom)/Engl ¥ @ Magento™ is & trademark of Magento Inc.
Copyright ® 2014 Magento Inc.

On the Transactional Emails list press Add New Template button and the form will appear. In the Load default template
section choose Amazon authorization declined from the Template dropdown, change Locale, if needed, which will be
used for the loaded template pattern (Pay with Amazon extension provides 3 locales: German, English UK and
English US, for any other locale selected, the english (US) template will be loaded) and press Load Template button.
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- A Global Record Search Logged in as admin | Monday, 10 March 2014 | Try Magento Go for Free | Log Out
Magento® Admin Panel o9 Y

Dashboard Sales Catalog Mobile Customers Promotions Newsletter CMS Reports I System creative @ Get help for this page

New Email Template RCLR Reset - Convert'to Pia

Load default template
Template * Amazon authorization declined x
Locale * English (United Kingdom)
_u Load Template \
Template Information

Used as Default For System -= Configuration -» Pay with Amazon -= Email Options -= Declined Payment Email Template (GLOBAL)

Template Name =

Template Subject * Your payment methad for the order # fvar orderld}} has been declined by Amazon Payments
Template Content* =pody style="background #FEFEFE; font-familyVerdana, Arial, Helvetica, sans-serif; font-size:12px; margin:0; padding 0;"=

«div style="background:#F6F6FE; font-family:Verdana, Arial, Helvetica, sans-serif, font-size: 12px; margin:0; padding:0;™
=table cellspacing="0" cellpadding="0" border="0" height="100%" width="100%"=
<t
<td align="center" valign="top" style="padding:20px 0 20px 0"
<l-[header starts herg] —=
=table bgcolor="FFFFFF" cellspacing="0" cellpadding="10" border="0" width="650" style="border. 1px solid #E0EDED, >

“Ar=
<td valign="top™=
=fid=
it
=<l [ middle starts here] —=
=
=td valign="top™=
=h1 style="font-size:22px; font-weightnormal; line-height22pe margin:0 0 11px 0;"=Dear {{var customer}} </h1=
=p style="font-size:12px; line-height: 16px; margin:0 0 16px 0;"=Thank you for ordering at {{var storeName}.=/p=
=p style="font-size: 12px; line-height. 18px; margin:0 0 18px 0,"=Your payment method has been declined by Amazon Payments. In
order to resolve this, please visit <a href="hitps:ipayments.amazon.co.uk/overview =https://payments.amazon.co. ukloverview=/a=, look Up your recent

Template Styles body td { color#212f2f, font:11px/1.35em Verdana, Arial, Helvetica, sans-serif; }

Fields in Template Information section will be filled out with the data taken from the default email template. Please
fill in the missing name of your modified email template in the Template Name input, adjust Template Content and

Template Styles to your needs and save your work by pressing Save Template button. The new template shall appear
on the Transactional Emails list.

The newly created email template can be used now, you can switch to it in the extension settings, see: Declined
Payment Email Template.
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CHAPTER 6

Order & payment workflow

The Login and Pay with Amazon extension follows the standard Magento order and payment workflow, and thus
processing Pay with Amazon payments doesn’t differ significantly from other payment methods available in Magento,
making it easy to handle. The most important difference, comparing to the standard Magento orders, is delayed access
to the billing address, which is backfilled later in the synchronization process after the successful authorization.

All Amazon payment objects (OrderReference, Authorize, Capture and Refund) are reflected in corresponding pay-
ment transactions in Magento, which are connected with appropriate document entities provided by the Magento,
(invoices for captures, credit memos for refunds).

6.1 Pay with Amazon button

The Pay with Amazon button appears in several places in the shop:
* on the shopping cart page,
* in the 1st step of the default One Page Checkout,
* in the sidebar cart widget.

You can also place the Pay with Amazon button in any place you like by including following statement in the template
file:

<?php echo Mage::helper (’amazonpayments’)->getPayWithAmazonButton(); ?>

Pressing the Pay with Amazon button launches the Amazon Payments authentication window, where the customer is
asked for his Amazon account e-mail address and password. After a successful login the customer is redirected to the
Amazon checkout page in your shop.
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PAY WITH AMAZON

& Address Book B a Payment Method 5]

Abe Emith

Z3 Prime 'Way Crunchlll House
London, W2 4R.J

LiniRed EKlngdom

viga  Viea 1M

Full K. Address Line1: Addres.... W Abs & 25 Prime Way Churchi... » Visa_ 11 WisA MasferCand 4444

Amazon T Hinon Longon Hyd... Amazon T nizh: warscnizien ... Amerioan Express 0005 I v EobaMassiro 2424

= Asd e

SHIFPING METHOD
United Parcel Service

a Worldwide Expedited £102.08

Free Shipping
i i Free £0.00
DO ¥OU HAVE ANY GIFT ITEMS IN YOUR ORDER?

I:‘ Add gift options

ORDER REVIEW
PRODUCT PRICE OTY SUBTOTAL
SWISS MOVEMENT SPORTS WATCH £300.00 1 £500.00
Subtetal  £500.00
Shipping & Handling (United Parcel Service - Worldwide Expedited) £102.08

Grand Total E£602.08

Fargot an Item? Edit -:.'C':".

6.2 Placing an order

The Pay with Amazon checkout form consists of 4 steps arranged within a single page (unlike Magento default
checkout, which uses accordion for showing and hiding particular steps of the checkout). These steps are: shipping
address (handled by Amazon’s address book widget), payment method (handled by Amazon’s wallet widget), shipping
method and order review (handled by default Magento checkout templates). All fields in the form (shipping address,
payment method and shipping method) are pre-filled, which means that in very basic scenario customer can finish the
checkout with just one click. Unfortunately, pre-filling doesn’t apply to the terms and conditions checkbox (if used at
all) and can raise the number of required clicks, which, however, doesn’t affect the easiness and user-friendliness of
the Pay with Amazon payment method.

Note: The value selected in each checkout step is saved in a separate AJAX call. When the checkout form shows up
for the first time, depending on the internet connection speed and the web-server’s response time, it may take up to

few seconds until Place order button will be active and can be clicked by the customer.

After selecting the desired shipping address, payment method, shipping method and pressing Place order button
(preceded by accepting terms and conditions if needed), the customer is redirected to the success page. Pay with
Amazon uses the default Magento success page, which means there’s no need to add any tracking scripts or additional
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page layout elements that you use in default Magento checkout and want also use in Amazon checkout, all features
implemented additionally on the Magento success page shall also appear on Amazon checkout success page.

Search entire store here...

m MagentO' Default welcome msg!

fishlist | My Cart | Cl ut | LogIn

Your Language: §ShlvIEEAS

Furniture  Electronics  Apparel

Your order has been received. [E] COMPARE PRODUCTS

You have no items to compare.

Thank you for your purchase! & MY CART

Your order #is: 100000072 *You have no items in your shopping
cart.

You will receive an order confirmation email with details of your order and a link to track its progress.
RECENTLY VIEWED
PRODUCTS

Sony VAIO VGN-TXN27TN/B 11.1

Notebook PC

The created order will be transferred to Amazon and will appear in your Magento admin in Pending state.

Note: You may notice in the Magento admin that the billing address may be incorrect at this point (as mentioned in
the introduction to this chapter). That’s true if the billing differs from the shipping data. The only available payment

object at the time of placing order is the OrderReference, which, unfortunately, doesn’t provide billing data and thus
shipping address must be used to meet Magento requirements concerning order data. The billing address will be
updated as soon as authorization is confirmed by Amazon Payments. Keep also in mind that the billing address is
available only for the sellers that provided a valid VAT number in Amazon Seller Central.

6.3 Payment authorization

An authorization can be requested after the order data is successfully transferred to Amazon. Depending on the
value you’ve selected for Payment Action option it can be processed in several ways. For Authorize and Authorize &
capture actions it will be requested automatically as soon as order is placed in your shop and successfully transferred
to Amazon. The requested authorization will be therefore either confirmed or declined by Amazon either via IPN
message or via data polling, see Synchronizing order data to get more details. The order, for which a payment
authorization has been confirmed changes its state to Processing, an order email confirmation is sent to the customer
(if not disabled in the extension settings, see Send order confirmation) and you can start the fulfilment process.

Warning: Never dispatch ordered items before the authorization is confirmed. Only the confirmed authorization
guarantees that you will be able to capture the order amount (if you capture within 7 days).

6.3.1 Manual authorization

In case you ship ordered items after 30 days or more you have to select Manual authorization as a payment action. It
will stop Magento from requesting an authorization automatically and let you make an authorization request manually
from the Magento admin at any suitable time. To manually invoke an authorization, login to the Magento admin, open
the order you want authorize payment for and click the Authorize payment button placed in the top buttons rows.
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Magento‘ Admin Panel Global Record Search Logged in as admin | Monday, March 10, 2014 | Try Mager

Dashboard | Sales  Catalog Mobile  Customers Promotions Newslefter ~ CMS Reporis System creative @ Gethelp for this page

Order View #5) Order # 100000072 [S02-2666092-8065406] | Mar 10, 2014 3:33:02 PM ONYY| Edit | Cancel | Send Email || Hold | invoice | p' [ Authorize payment |
Information

Invoices ‘Order # 100000072 (the order confirmation email is not sent)

Credit lemos Order Date Mar 17, 2014 3:33:02 PM

Shipments

Account Information

Customer Name Elise Schmidt

Order Status Pending Email shop.customer@example.com

Comments History

ased From Main Website Customer Group NOT LOGGED IN
Transactions Main Store

English

Placed from IP 127.0.0.1

Billing Address Edit Shipping Address Edit

Elise Schmidt Elise Schmiat

8675 Edelweiss Weg 8675 Edelweiss Weg
Freiburg, 79117 Freiburg, 79117
Germany Germany

T +4917211111 11 T +491721111111

Payment Information Shipping & Handling Information

Pay with Amazon (Sandbox) Free Shipping - Free €0.00
Amazon Order Reference ID: 502-2666092-8065406
Order was placed using EUR

Next post-request processing (authorization confirmation or decline) is processed in the same way as in automatic
authorization (through polling or IPN).

6.3.2 Declined authorizations

If the authorization is declined by Amazon due to problem with the payment method selected, your customer will
be informed about this case via e-mail and requested to visit the Amazon Payments web site. The customer can on
this page update the payment method by following the instructions on the web page. The e-mail sent to the customer
can be adjusted according to the Email templates section. After the successful payment method update, Amazon will
notify Magento about the new authorization status and payment will get back on the track (via polling or IPN).

In case the authorization has been declined due to any other reason then problems with the selected payment method,
the notification email will be sent to shop administrator and appropriate action must be undertaken according to the
Amazon Payments Integration Guide.

6.4 Capturing the payment amount

After a successful authorization, you can capture funds against the authorization. The capture, similar to the autho-
rization, can be requested in two modes: manual and automatic. By default you should capture the order amount at
the moment you ship the ordered items by creating an invoice. You are only allowed to enable automatic capture
if you sell digital goods or you ship items the same day they are ordered. Moreover you have to be white-listed by
Amazon Payments. Contact Amazon Payments if you want to use this option.

Payment Action option in the extension settings allows to switch between manual and automatic capture mode. For
Manual authorization & Authorization actions the capture is triggerd by creating manually an invoice for the order in
the Magento admin. For Authorize & capture action, the capture is requested automatically as soon as authorization is
confirmed by Amazon Payments.

6.4.1 Manual capture

To capture the order amount, you must create an invoice first. To create an invoice, login to the Magento admin, open
the order for which you want to capture the amount and click the Invoice button located in the top buttons rows. Please
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make sure that the order you want to process has been successfully authorized, which basically means that it is in

Processing state.

Magento" Admin Panel

Global Record Search Logged in as admin | Monday, March 10, 2014 | Try Magento Go for Free | Log Qut

Dashboard Sales Catalog Mobile Cuslomers Promotions Newsletter CMS Reports

Order View

Infarmation
Invoices

Credit Memos. Order Date

Mar 17, 2014 3:33:02 PM
Shipments

Order Status

Processing

From Main Website
Main Store

Comments History

Transactions

English

Placed from IP 127.0.01

System creative

5 Order # 100000072 [S02-2666092-8065406] | Mar 10, 2014 3:33:02 PM

‘Order # 100000072 (the order confirmation email was sent)

@ Get help for this page

Account Information

Liam Barker

Customer Name

Email shop.customer@example.com

2. Click Invoice button

Customer Group NOT LOGGED IN

Billing Address

1. Please make sure payment has been succesfully
authorized and order is in Processing state

Liam Barker

Weg

Meininger Strasse 58
Neunkirchen, 66538
Germany
T:+491721111111

Payment Information

Pay with Amazon (Sandbox)
Amazon Order Reference ID: S02-2666092-8065406
Order was placed using EUR

Freiburg, 79117
Germany
T +491721111111

Shipping & Handling Information

Free Shipping - Free €0.00

After clicking the Invoice button, a new invoice form will appear with most of the crucial data (like products quantity)
already filled in. You can adjust some invoice fields if needed. At this point you can create a shipment as well, by
checking Create Shipment checkbox and adding a tracking number if needed. Before submitting the form, please
make absolutely sure that Amount selectbox is set to Capture online and press Submit Invoice button. A new invoice
and a new shipment (if checked Create Shipment checkbox) will be created for the order and the capture request is

sent to Amazon Payments.

Billing Address Edit

Liam Barker
Meininger Strasse 58
Neunkirchen, 66538
Germany

T +491721111111

Payment Information

Pay with Amazon (Sandbox)
Amazon Order Reference ID: 802-2666002-8065406
Order was placed using EUR

Items to Invoice

Shipping Address Edit

Elise Schmidt

8675 Edelweiss Weg
Freiburg, 79117
Germany

T +491721111111

Shipping Information

Free Shipping - Free Total Shipping Charges: €0.00
Craate Shipment[]

Product

Sony VAIO VGN-TXN27N/B 11.1" Notebook PC
SKU: VGN-TXN27N/B

Price aty Qty to Invoice  Subtotal ~ Tax Amount Discount Amount Row Total
€2,699.99 Ordered 1 |4 €2,699.99 €0.00 €000 €269999

Paid Amount Refund Amount Shipping Amaunt
€0.00 £0.00 £0.00

Invoice Comments

| update aty's |

Shipping Refund Order Grand Total
€0.00 €2,699.99

Invoice Totals

Subtotal  €2699.99

Grand Total  €2,699.99

Amount| Capture Online ¥

Warning: To collect the funds that were authorized, you must capture the amount within 30 days of a successful
authorization (two days in Sandbox mode). We strongly recommend that you capture funds within seven days
of authorization to reduce the likelihood of declines (within 7 days the a successful captures is guaranteed). In
case your fulfilment process exceeds 30 days, consider using the Manual authorization as payment action in the
configuration and authorize the payment later in any suitable time (typically in the week before the shipping) before
the shipping.
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Note: Partial captures are not supported by the extension at this moment.

The capture status, similar to authorizations, will be updated either via IPN message or via data polling, see Synchro-
nizing order data for more details.

6.4.2 Automatic capture

In this mode the capture is requested automatically after the successful authorization. Also the invoice that covers all
ordered items is created automatically. Post-request processing (capture status synchronization) is carried the same
way as in capture invoked manually from Magento backend.

6.5 Refunding order items

The order, which payment has been captured for, can be refunded either fully or partially. Refunds are made against
the invoices and thus having a paid invoice assigned to the order is a necessary condition that has to be met to refund
any order item. Refunds in Magento are recorded as credit memos, so for requesting a refund with Amazon Payments
you should create a credit memo first. To create a credit memo login to the Magento admin, open the order you want
refund, click Invoices tab on the right, select an invoice you want to refund and click on it.

Magento Admin Panel Logged in as admin | Tuesday, March 10,2014 | Iry Magento Go for Free | Log Out
Dashboard | Sales Catalog Mobile Customers Promotions MNewsletter CMS Reports Bystem creative @ Gethelp for this page
Order View ‘ @ The invoice and shipment have been created. ‘
Informatioy
ivoices ‘5 Order # 100000072 [S02-2666092-8065406] | Mar 10, 2014 3:33:02 PM DI Send Email |5 Credit Memo |
Credit Memos
Page of 1 pages | View v  perpage | Total 1 records found m
e ge 1 pag 20 v perpag ExX3
Comments History Invoice # Bill to NHame Invoice Date Status Amount
Transactions From: 5] v  From:
To: [H To:
100000005 Liam Barker WMar 10, 2014 4.09:44 PM Paid €2,699.99

A preview of the selected invoice will appear. Make sure that you are on the single invoice preview page and click the
Credit Memo button.
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Magento Admin Panel

‘ Sales

Dashboard Catalog ~ Mobile = Customers Promotions Newsletter

Invoice #100000005 | Paid | Mar 10, 2014 4:09:44 PM (the invoice email is not sent)

Order # 100000072 (the order confirmation email was sent)

Order Date Mar 10, 2014 3:33:02 PM
Order Status Complete
Purchased From Main Website
Main Store
English
Placed from IP 127.0.01
Billing Address Edit

Liam Barker
Weininger Strasse 58
Neunkirchen, 86538
Germany

T +491721111111

Payment Information

Pay with Amazon (Sandbox)

Global Record Search Logged in as admin | Tuesday, March 10, 2014 | Try b,

CMS Reports

for Free

Log Out

@ Get help for this page

System creative

+) Back | i‘-—'ml:w;:

Account Information

Liam Barker

Customer Name

Email store.customer@example.com
Customer Group NOT LOGGED IN
Shipping Address [

Elize Schmidt

8675 Edelweiss Weg
Freiburg, 79117
Germany

T +4817211111M1

Shipping Information

Free Shipping - Free Total Shipping Charges: €0.00

Amazon Order Reference ID: S02-2666092-8065406
Orderwas placed using EUR

Product Price Qty Subtotal TaxAmount Discount Amount Row Total
Sony VAIO VGN-TXN2TN/B 11.1" Notebook PC €2,699.99 1 €2,609.99 £€0.00 €0.00 €2,699.99
SKU: VGN-TXN2TN/B

A new credit memo form will appear with most of the crucial data (like products quantity to be refunded) already filled
in. If you want to refund the invoice partially (i.e. only a part of the invoiced items) adjust the product quantities to
be refunded (set O for items that shall not be refunded) and click Update Qty’s button to update refund totals. You can
also set the refunded items back to stock by checking Return to Stock checkbox. Next choose if you want to refund
shipping costs or apply any refunds adjustment and fill in the appropriate fields. Next before submitting the credit
memo form, double check that you have Refund button available and click it. A credit memo will be created and a
refund will be requested with Amazon Payments. Its status will be updated either via IPN or data polling, depending
on the update method selected in the extension settings.
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New/ Credit Memo for Invoice #100000005 - Back | [
Germany Germany
T +491721 111111 T:+4317211111M1
Payment Information Shipping Information
Pay with Amazon (Sandbox) Free Shipping - Free Total Shipping Charges: €0.00

Amazon Order Reference ID: S02-2666092-8065406
Orderwas placed using EUR

Items to Refund

Product Price Qty Return to Stock Qty to Refund Subtotal Tax Amount Discount Amount Row Total
Sony VAIO VGN-TXN27N/B 11.1" Notebook PC €2,699.99 Ordered 1 (W] 1 €2,699.99 €0.00 €0.00 €2,699.99
SKU: VGN-TXN27N/B Invoiced 1
Shipped 1
Update Qty’
Paid Amaount Refund Amount Shipping Amount Shipping Refund Order Grand Total
€2,699.99 €0.00 €0.00 €0.00 €2,699.99
Credit Memo Comments Refund Totals
Credit Memo Comments Subtotal £2.699.99
Refund Shipping 0
= Adjustment Refund 0
Adjustment Fee 0

Grand Total £2,699.99

sppend Comments

Warning: For the successful refund (recorded in Magento and requested (!) with Amazon Payments) always use
Refund button available on the new credit memo form invoked from the single invoice preview page. If you click
Credit Memo button directly on the order page you will be redirected to the new credit memo form with Refund
offline button only, which admittedly will record credit memo in Magento, but surely won’t call refund request at
Amazon Payments gateway. If in any case you will get a credit memo with Refund offline button only then surely
something had to go wrong and you should stop the refund process immediately and start it from the beginning
following the above guideline.

6.6 Cancelling an order

For a variety of reasons it sometimes becomes necessary to cancel an order. To cancel an order and notify Amazon
about the payment cancellation:

* Please make sure the amount of the order you want to cancel hasn’t been captured yet,

* Go to Sales — Orders and select the order that you would like to cancel by clicking the Edit button on its
respective row,

* Click Cancel in order page to remove this order.
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. . Global Record Search Logged in as admin | Monday, March 10, 2014 | Try Ma
Magento Admin Panel EERETETE N 1osoe i s adnin | Monday, March 10, v s

Log Out
Dashboard | Sales Catalog Mobile Customers Promotions

Newslefter = CMS  Repots  Syslem | creative @ Get help for this page

Order View 5 Order # 200000065 [$02-2072299-6401034] | Mar 14, 2014 2:07:28 PM
Information
s Order # 200000065 (the order confirmation email is not sent) Account Information
R Order Date WMar 14, 2014 2:07:28 PM Customer Name Elise Schmidt
Shipments Order Status Pending Email shop.customer@example.com
Comments History
From Main Website Customer Group NOT LOGGED IN
Transactions Main Store
German
Placed from IP 127.0.0.1
Billing Address dit Shipping Address dit
Elise Schmidt Elise Schmidt

8675 Edelweiss Weg
Freiburg, 79117
Germany

T +491721111111

8675 Edelweiss Weg
Freiburg, 79117
Germany

T +491721111111

Payment Information

‘Shipping & Handling Information

Pay with Amazon (Sandbox) Flat Rate - Fixed €5 00

‘Amazon Order Reference ID: 502-2072299-6401034
Order was placed using EUR

6.7 Synchronizing order data
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CHAPTER 7

Testing your integration

After a successful configuration, you should test your installation. Only after successfully testing in the Sandbox mode
you should switch to the live environment and make the button visible for all your sellers.

These tests should cover the different workflow that you encounter while processing orders. Both include the standard
process like receiving an order, invoicing, shipment and alternative processes like canceling orders and refunding
orders. Verify that all objects in your Magento admin are in the expected status and you correctly received all order
information including the shipping address, contact details and the billing address (if applicable).

Next you should test also declines. You can use the Sandbox Toolbox to simulate soft and hard declines of authoriza-
tions. After your testing verify the log files to make sure no exceptions have occurred.

To receive the complete testing scenarios contact Amazon Payments.

7.1 How to create Sandbox test account

To use the sandbox environment, you need to create specific test accounts for the sandbox environment.
* Login into Seller Central.

* Choose the menu Integration — Test accounts.

INTEGRATION  STOF
A

Integration Central
MWS Access Key

Test Accounts
ar hes
ints) to help simulate va

¢ Click on Create a new test account.
Test Accounts

You can create test buyer accounts to test your integration in Sandbox. These accounts will be pre-loaded with test payment instruments and a set of delivery addresses. You can edit the test buyer
account properties (except for the payment instruments) to help simulate various purchase scenarios.

Create a new test account

Sort by : Last modified | Description | E-mail address

* Fill in the form using a valid email address. The account can be used immediately after the account creation.
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Test Accounts

You can create test buyer accounts to test your integration in Sandbox. These accounts will be pre-loaded with test payment instruments and a set of delivery addresses. You can edit the test

buyer account properties (except for the payment instruments) to help simulate various purchase scenarios.

Create a test account

Login Settings

Name:

E-mail Address:

Password:

Re-enter password:

Delivery Addresses

Max Mustermann
123 Schutzstrasse
Muenchen, 80939
Deutschland
+491731112222

Add Another Address

|_Create Account | | Cancel |

* Add other delivery addresses to the test account (optional).

Delivery Addresses

Max Mustermann
123 Schutzstrasse
Muenchen, 80939
Germany
+491731112222

Edit | Delete

Payment Methods What's this

Bankeinzug®*>*9424
AMEX™***0005
Visa®®=*1111
MasterCard™====4444

Elise Schmidt

8675 Edelweiss Weg
Freiburg, 79117
Deutschland
+491721111111

Add another Address
Add Address

Germany

Add & desc

(

Save | |

Notes (Optional)

Moaritz Harz
432 Baumstrasse
Frankfurt, 69181
Deutschland
+491724444321

Cancel

Wolfgang Kampf
82 Schoenstrasse
Paderborn, 33100
Deutschland
+491625552222

Karin Roggen

1 AltstadtRing
Hamburg, 21129
Deutschland
+491722223333
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CHAPTER 8

Frequently Asked Questions

8.1 Installation

I have successfully installed Login and Pay with Amazon extension, but when I try to go to the configuration
page System — Configuration — Amazon Payments 1 am getting: 404 Not Found error.

It’s a Magento bug, the ACL list is not reloaded after the new extension is installed. To solve this issue please logout
from the Magento admin and next login again.

It is stated that the extension is compatible with Magento 1.5, but when I try to place an order I am getting an
exception: Invalid method Mage_Sales_Model_Order_Payment::lookupTransaction().

Magento 1.5 doesn’t provide public wrapper for _lookupTransaction() method of order payment model, which is
commonly used by Pay with Amazon extension. To fix this issue we have prepared a compatibility pack that rewrites
current sales/order_payment model. You can install it via Magento Connect, to do so go to System — Magento Connect
— Magento Connect Manager, enter your admin credentials to get logged in, in the Install New Extensions section
enter http://connect20.creativetest.de/Creativestyle_AmazonPaymentsCompatibilityPack key and click Install button.

Warning: Keep in mind that if any other 3rd party extension rewrites the sales/order_payment model as well,
installing Magento 1.5 Compatibility Pack may lead to a rewrite conflict resulting in misfunction of one or more
extensions. It is always advised to test it on a staging system prior to deploy to the production.

8.2 Frontend

How can I disable Pay with Amazon for certain products?

There are few extensions available for disabling payment methods on-the-fly based on the desired conditions. We
recommend to install and use Rico Neitzel’s PaymentFilter for Products and Customer Groups, which Pay with
Amazon has been successfully tested against.

Pay with Amazon button doesn’t show up in the cart after the extension is installed and set up.
Lack of Pay with Amazon button in the cart is usually caused by one of the following reasons:
* incorrect Merchant ID set (double check if you don’t have any whitespaces in your Merchant ID),

* incorrect Marketplace set,
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» your Amazon seller account is either blocked or not activated (you can check status of your account in Amazon
Seller Central).

You can check validity of the provided Amazon Payments credentials using Validate Amazon Payments account button
available in the extension settings. In case you are sure you have Merchant ID and Marketplace correctly set, check if
any of the following extensions is installed and enabled in your shop and follow the instructions:

* Mxperts_NoRegion
* FME_Ajaxaddtocart

Those extensions replace default checkout.cart block with own ones. The replaced block doesn’t include checkout
buttons defined previously. To bring the Pay with Amazon button back, find appropriate layout file:

* noregion.xml for Mxperts_NoRegion extension,
* ajaxaddtocart.xml for FME_Ajaxaddtocart extension

in your theme folder (or in the default theme folder) and modify checkout.cart.methods and / or check-
out.cart.top_methods blocks by adding following code:

<block name="checkout.cart.methods" as="methods" type="core/text_list" translate="label">

(...)

<block type="amazonpayments/pay_button" name="checkout.cart.methods.amazonpayments_pay.bottc

<action method="setIdSuffix"><value>div</value></action>
<action method="setEnableOr"><value>l</value></action>
</block>
</block>
(...)

<block name="checkout.cart.top_methods" as="top_methods" type="core/text_list" translate="label"

(...)

<block type="amazonpayments/pay_button" name="checkout.cart.methods.amazonpayments_pay.top"

<action method="setIdSuffix"><value>top</value></action>
<action method="setEnableOr"><value>l</value></action>
</block>
</block>
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CHAPTER 9

Troubleshooting

Before taking any action, please refer to the Frequently Asked Questions section, where many common issues have
been already explained and solved.

9.1 Event logs

The Pay with Amazon extension provides a convenient logging system. It is disabled by default, but you can enable
it in the extension settings, refer to the Enable logging section for more details.

9.1.1 Log files location
The Logger saves details concerning all exceptions, all API calls and all incoming IPN notifications that occurred
within the Pay with Amazon extension scope. Logs are stored in CSV files in the following locations:
* exceptions logs:
var/log/amazonpayments/apa_exception.log
e API calls logs:
var/log/amazonpayments/apa_api.log
* IPN notifications logs:

var/log/amazonpayments/apa_ipn.log

9.1.2 Logs accessing

In case you encounter any issues and Frequently Asked Questions section didn’t help, you should review your logs in
the next step. Logs can be accessed in two ways:

* Using creativestyle — Pay with Amazon — Log preview feature, where all logs are displayed on a convenient
list with basic filtering options.

» By directly accessing (using FTP, SFTP or SSH, depending on your server configuration) the above files on your
server. After the download you can open them with any CSV-capable application. The current log files can be
also downloaded by pressing Download as CSV button on the logs list creativestyle — Pay with Amazon — Log
preview in the Magento admin.
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9.1.3 Logs rotating

All log files are rotated as soon as they exceed the size of 8 Megabytes, the old log file is renamed then to
var/log/amazonpayments/apa_x*.log.timestamp and a new empty file is created for storing the new log
entries. The old log files are still accessible by direct access (FTP, SFTP or SSH) to var/log/amazonpayments
folder on the server.

9.2 Contact support

In case neither studying the FAQ nor the event logs reviewing resulted in solving your issue you can submit a support
ticket on http://creativeticket.de site.

Note: In the request ticket tell us please which extension (Advanced Payment APIs, Checkout by Amazon) does
your issue concern and describe it very precisely. Some details regarding ecosystem the extension is working within

(PHP version, Magento version, extension version, production or staging server) would be also very helpful. Following
those advices will visibly speed up processing your request.
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